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Introduction -Introduction -
Internal ControlsInternal Controls

Internal Controls - What are they ???Internal Controls - What are they ???

Recent experiences demonstrating theRecent experiences demonstrating the
importance of internal controlsimportance of internal controls

Review of roles related to the internalReview of roles related to the internal
control evaluation processcontrol evaluation process



The New General FrameworkThe New General Framework
- why COSO-based ?- why COSO-based ?
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Why the need for the new Why the need for the new GeneralGeneral
Framework Framework based on COSO?based on COSO?

Identifying issues related to the priorIdentifying issues related to the prior
structure for evaluating controlsstructure for evaluating controls
Review of developments in internalReview of developments in internal
control literaturecontrol literature
Benefits of building upon a widely-Benefits of building upon a widely-
accepted modelaccepted model
Evaluation of Internal Controls -Evaluation of Internal Controls -
A General Framework and System ofA General Framework and System of
ReportingReporting





What is COSO ?What is COSO ?
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Cheryl McKellar



Presentation OutlinePresentation Outline

History and Purpose of COSOHistory and Purpose of COSO
Internal Control DefinedInternal Control Defined
Internal Control ObjectivesInternal Control Objectives
COSO ComponentsCOSO Components
BenefitsBenefits
Management and IA RoleManagement and IA Role
ToolsTools



COSO

Committee of Sponsoring
Organizations



COSO History -COSO History -
TheThe Treadway Treadway Commission Commission

Several business and alleged auditSeveral business and alleged audit
failures in the 1980’s prompted creationfailures in the 1980’s prompted creation
of the of the Treadway Treadway CommissionCommission
Joint sponsorship by AICPA, AAA, Joint sponsorship by AICPA, AAA, FEI,FEI,
IIA, and IMAIIA, and IMA
Examined causes of fraudulent financialExamined causes of fraudulent financial
reportingreporting
Recommended forming COSORecommended forming COSO



COSO PurposeCOSO Purpose

Determine a Determine a common common definition fordefinition for
internal control and provide guidance forinternal control and provide guidance for
judging its effectivenessjudging its effectiveness
Develop integrated frameworkDevelop integrated framework
Create a control modelCreate a control model

“Although there are several control models available, we believe
  that the most effective internal control guidance available today remains
  Internal Control - Integrated Framework published in 1992 by the Committee
  of Sponsoring Organizations of the Treadway Commission (COSO).”

John J. Fernandes, CIA, CCSA, IIA Chief Operating Officer
          and Audit Committee Chairman for Bon Secours Health Systems



Internal Control DefinedInternal Control Defined

According to the According to the COSOCOSO, internal, internal
control…...control…...
•• is a process.  It is a means to an end, not anis a process.  It is a means to an end, not an

end in itself.end in itself.
•• is affected by people at every level of theis affected by people at every level of the

organization.organization.
•• cannot be expected to provide more thancannot be expected to provide more than

reasonable assurance.reasonable assurance.
•• is geared to the achievement of the entity’sis geared to the achievement of the entity’s

objectives in all areas, not just financialobjectives in all areas, not just financial
reporting.reporting.

•• consists of interrelated components.consists of interrelated components.



Internal Control ObjectivesInternal Control Objectives

Safeguarding assetsSafeguarding assets
Ensuring the accuracy and reliability ofEnsuring the accuracy and reliability of
accounting dataaccounting data
Promoting operational efficienciesPromoting operational efficiencies
Encouraging adherence to prescribedEncouraging adherence to prescribed
managerial policiesmanagerial policies



ControlControl
EnvironmentEnvironment

Risk AssessmentRisk Assessment

Control ActivitiesControl Activities

Information andInformation and
CommunicationCommunication

MonitoringMonitoring

ComponentsComponents
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Components

ControlControl
EnvironmentEnvironment

Risk AssessmentRisk Assessment

Control ActivitiesControl Activities
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CommunicationCommunication
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ResponsibilityResponsibility

EveryoneEveryone in an organization has in an organization has
responsibility for internal control.responsibility for internal control.



Benefits to ManagementBenefits to Management

Deters inappropriate activity and lossDeters inappropriate activity and loss
of resourcesof resources

Minimizes surprisesMinimizes surprises

Is proactiveIs proactive

Ties into quality initiativesTies into quality initiatives



Benefits to Management Benefits to Management ((contcont.).)

Accurate financial and managementAccurate financial and management
reports, ensuring reliable informationreports, ensuring reliable information
for making management decisionsfor making management decisions

Compliance with laws and regulations.Compliance with laws and regulations.

Assesses control systems against bestAssesses control systems against best
practicespractices



Benefits to Management Benefits to Management ((contcont.).)

Common languageCommon language

Effective communicationEffective communication

Enforces ethical valuesEnforces ethical values

Adapts to management’s philosophy andAdapts to management’s philosophy and
operating styleoperating style

Works across organizational linesWorks across organizational lines



Benefits to Management Benefits to Management ((contcont.).)

Understanding the management of riskUnderstanding the management of risk

Aids in achieving performance targetsAids in achieving performance targets

Internal control is integrated intoInternal control is integrated into
everyone’s job responsibilitieseveryone’s job responsibilities



Management’s ResponsibilitiesManagement’s Responsibilities

Highly visible - Tone at the TopHighly visible - Tone at the Top

Take ownershipTake ownership

Provide leadership and direction toProvide leadership and direction to
management teammanagement team

Drive control activities acrossDrive control activities across
organizational linesorganizational lines



Management’s RoleManagement’s Role

Development ofDevelopment of
objectives andobjectives and
strategiesstrategies

Analysis of risksAnalysis of risks

Development ofDevelopment of
policies andpolicies and
procedures toprocedures to
address risksaddress risks



Management’s Role Management’s Role ((contcont.).)

Implementing controlImplementing control
activities to ensureactivities to ensure
actions are carriedactions are carried
outout

Actively assist inActively assist in
monitoring andmonitoring and
enhancing the systemenhancing the system
of controlof control



Internal Auditor’s RoleInternal Auditor’s Role

Independently evaluate the effectivenessIndependently evaluate the effectiveness
of components of the control systemof components of the control system
Partner with management to:Partner with management to:
•• build assessment toolsbuild assessment tools
•• assist in monitoring the control systemassist in monitoring the control system

Training, guidance, and consulting onTraining, guidance, and consulting on
internal control issuesinternal control issues



Internal Auditor’s Role Internal Auditor’s Role ((contcont.).)



Management ToolsManagement Tools

Risk AssessmentRisk Assessment

++
Self AssessmentSelf Assessment

Risk Assessment 
and Control Activities 

Worksheets=

•COSO Control Model
Can be tailored to an organization’s structure and needs



Integration ToolsIntegration Tools

Tone at the topTone at the top
Organizational structureOrganizational structure
Job descriptionsJob descriptions
Policies and proceduresPolicies and procedures
TrainingTraining
Hiring practicesHiring practices

“How to make it Simple”



Successes ElsewhereSuccesses Elsewhere

Benchmarking statistics from Global AuditingBenchmarking statistics from Global Auditing
Information Network (GAIN) found audit directorsInformation Network (GAIN) found audit directors
of of 1111 "world-class" audit departments ranked "world-class" audit departments ranked
partneringpartnering and  and risk managementrisk management as their best as their best
practices. The companies surveyed werepractices. The companies surveyed were DuPont DuPont,,
Carolina Power & Light, Ford Motor Company,Carolina Power & Light, Ford Motor Company,
Ameritech, IBM, Exxon, Southern CaliforniaAmeritech, IBM, Exxon, Southern California
Edison, JC Penney, Microsoft,Edison, JC Penney, Microsoft, Asea Asea Brown Brown Boveri Boveri,,
and Motorolaand Motorola



SummarySummary

ManagementManagement has a significant role  has a significant role 
in maintaining a sound internal in maintaining a sound internal 
control environmentcontrol environment
COSO can provide effective,COSO can provide effective,
consistent, and comprehensiveconsistent, and comprehensive
internal controls throughout Stateinternal controls throughout State
departmentsdepartments



Questions?Questions?



Thank you!!Thank you!!



Lunch/videoLunch/video

From the State of New YorkFrom the State of New York

A WINNING STRATEGY:A WINNING STRATEGY:
Get Results with Internal ControlsGet Results with Internal Controls



The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues
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The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues

OutlineOutline

•• Ongoing implementation approachOngoing implementation approach

•• DSO responsibilitiesDSO responsibilities

•• Internal auditor responsibilitiesInternal auditor responsibilities

•• Management evaluation tool setsManagement evaluation tool sets

•• Reporting responsibilitiesReporting responsibilities



The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues

On-going Implementation ApproachOn-going Implementation Approach
•• Top-level supportTop-level support
•• Monitoring alternativesMonitoring alternatives
•• Other quality initiativesOther quality initiatives
•• Training opportunitiesTraining opportunities
•• OFM will consult (upon request)OFM will consult (upon request)



The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues

DSO ResponsibilitiesDSO Responsibilities
•• Segment the departmentSegment the department
•• Train activity-level managersTrain activity-level managers
•• Consolidate evaluation of activity-levelConsolidate evaluation of activity-level

assessmentsassessments
•• Draw overall conclusionsDraw overall conclusions



The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues

Internal Auditor ResponsibilitiesInternal Auditor Responsibilities
•• Monitor components of the internal controlMonitor components of the internal control

systemsystem
•• Independently evaluate the effectiveness ofIndependently evaluate the effectiveness of

components of the control systemcomponents of the control system
•• Partner with managementPartner with management
•• Training, guidance, and consultingTraining, guidance, and consulting



The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues

Management Evaluation Tool SetsManagement Evaluation Tool Sets
•• Tools on the OFM websiteTools on the OFM website
•• OFM’sOFM’s continuing research continuing research
•• Encourage research by State departmentsEncourage research by State departments





The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues

Internal Auditor ToolInternal Auditor Tool
•• A number of factors were making theA number of factors were making the

internal auditor job more challenginginternal auditor job more challenging
–– Including numerous supporting informationIncluding numerous supporting information

systemssystems

The Solution!!The Solution!!

A new tool to enhance the State’s internalA new tool to enhance the State’s internal
auditor’s monitoring capabilitiesauditor’s monitoring capabilities



The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues



The 2000 Evaluation ProcessThe 2000 Evaluation Process
- Issues- Issues

Reporting ResponsibilitiesReporting Responsibilities
•• New due date for report - May 1, 2001New due date for report - May 1, 2001



Questions?Questions?



Round TableRound Table
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Leon Hank



Control weaknesses - warControl weaknesses - war
storiesstories

Either move to front of presentation orEither move to front of presentation or
deletedelete


